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Abstract. People make a range of everyday decisions about how and whether to share content
with different people, across different platforms and services. These sharing decisions can
encompass complex preferences and a variety of access-control dimensions. I plan to explore
how varied conceptions of privacy, as well as the sharing “ecosystem” created by the platforms
and services with which, and people with whom, one shares can shape these sharing decisions. I
also plan to look at how the affordances that shape these decisions can fall short, resulting in
regret or self-censorship. Drawing on prior and proposed work, I plan to propose and examine
improved modalities for sharing on SNSs.

1 Introduction

People make a range of everyday decisions about how and whether to share content with different people,
using varied devices and services. These sharing decisions can range from a choice of whether to post a
potentially controversial status update on Facebook while waiting for the bus, to deciding how best to share
photos with family members and friends from college, to a group decision around how to share documents
with collaborators for group editing, to deciding how to share an event invite so that only the intended
audience is able to view and share it.

Each of these sharing decisions encompass a range of dimensions, including available access-control channels,
settings, the affordances of different mediums, people or relationships involved in the process, context, types
of content, need for verification or security, and underlying preferences. Sharing preferences are also seldom
binary (i.e., seldom only hinge on willingness to allow people to view or not view a piece of content at a
single point of time). Instead, these preferences can range across a spectrum from wanting to allow some mix
of full access, partial access, access based on context or purpose, push/pull-based access, or access on request
(reactive access) [25,31,33,34,51].

In some cases people are able to share content in ways that matches their sharing preferences. However, in
other situations on-the-ground decisions may fall short of actual preferences at the time of sharing or in the
future [6,51]. This gap between actual preferences and sharing decisions can occur for a variety of reasons.
In some cases technology may fall short. For example settings, tools, or other access-control mechanisms
may not be available to meet users’ desired preferences, or these tools may not be usable enough for regular
use. In other cases, users may have underlying goals that come into conflict and negatively impact their
sharing preferences. For example a user may wish to garner attention but may also wish to manage their
self-presentation or identity [45,50]. In still other cases users may feel that they are acting in a way that



meets their sharing preferences at the time of sharing but, due to changes in life state, knowledge, mood, etc.
may later come to regret their sharing behaviors [4,46,52]

When users’ sharing behaviors don’t meet their (conscious or unconscious) preferences, a range of suboptimal
outcomes can occur, including:

e Coping behaviors to address technological shortfalls [28, 50]
e Regret at the time of posting or in the future [46,52]

e Threats to identity or presentation-of-self

e Undersharing or self-censorship [15, 19,45, 50]

e Inefficiency [51]

The proposed dissertation will explore the dynamics of everyday online sharing decisions with a focus on the
attributes and modalities associated with content that drive non-binary sharing decisions and will examine
how to instrumentalize these attributes and modalities to help people make better (less subpotimal) sharing
decisions on social networking sites (SNSs).

2 Thesis statement

This thesis will explore current everyday online sharing decisions, with a focus on attributes that drive
these decisions and current shortfalls, and will apply knowledge of these behaviors to suggest and test
an improved method for social-network-site-based content sharing.

This thesis will focus on three primary components:

Understand shortfalls of current access-control mechanisms This thesis will draw on user
studies to understand when current access-control mechanisms fall short for different platforms and types of
content. It will explore the types of content, people, and sharing decisions for which current access-control
mechanisms do not currently meet user needs. I will also draw on past work, performed with co-authors,
to explore the impact of current access-control mechanisms falling short, including coping mechanisms,
self-censorship, and regret. I will use this knowledge to inform potential mechanisms and designs for
improving SNS-based sharing mechanisms.

Understand users’ everyday online sharing decisions Through a user study I will explore the
full range of peoples’ everyday online sharing decisions (across platforms, groups of people, types of content,
etc.). I will establish an understanding of the range of sharing decisions people face throughout the day as
well as factors that lead people to choose different platforms to share different types of content with different
groups of people (e.g., affordances, ease of use, settings/access control, trust in the platform, etc.).



Explore the potential of attribute or modality-based improvements to SNS-based sharing
decisions Based on user studies I will select several attributes or modalities around which people tend to
try to base their content sharing decisions (e.g., interest-based sharing, ability to provide levels of access,
etc.). I will use survey, lab, and field studies to evaluate the potential of these attribute or modality-based
improvements for SNS-based sharing decisions.

3 Related work

In everyday situations people share different types of content with others using varied platforms and services.
Prior work has addressed the importance and challenges of online access control, the impact of the shortfalls
of current online access-control mechanisms, and potential improved access-control systems both for general
use and specific to SNSs.

3.1 Online access-control is necessary but difficult

Everyday content management, including file management, sharing communications through formats like
status updates, and sharing and distributing media like photos and videos, is increasingly moving online.
Thus, users with a range of expertise levels rely on online platforms to manage and share content with others
with increasing frequency. However, prior work has found that people, even in everyday scenarios, can have
complex privacy preferences. Providing usable access-control options for these preferences is challenging;
however, when access-control needs are unmet, suboptimal access-control decisions can have negative results.

3.1.1 Online sharing presents a challenging environment

Many people share content online during everyday interactions using a range of services (e.g., email, SNSs,
photo-sharing sites, etc.) [18,34,42]. However, everyday online sharing presents a challenging environment
for designing and providing usable access-control settings.

During everyday interactions users often want to share content, sometimes with one or more people, often to
varying degrees [18,31,34]. However, desired access control policies can be complex, include exceptions,
and be difficult or impossible to implement using existing tools and settings [7, 8].

Additionally, the desire to selectively share is typically in pursuit of an end goal (e.g., publish photos, organize
an event, edit a document, etc.) rather than an ends in itself. This desire may be further complicated by users
who have benefit-oriented goals (e.g., getting attention for a photo) that are contradictory to access-control or
privacy-focused preferences [23, 50].

Online platforms, like SNSs, also have potential to cause “context collapse,” which necessitates that users
communicate with different audiences in a single context when using a platform [32]. The platforms create
an environment of “group co-presence” by combining different social groups on one application that would
not otherwise be combined in the users’ offline or professional lives [27,28,56]. This can create additional
challenges as people either create content for an “imagined audience” that may not match the actual audience



who can access the content they share, or when users try to create access-control policies to distinguish
between the varied groups who have access to the content [1,32].

Users must also cope with managing their privacy and choosing access-control preferences when sharing
decisions can depend on other peoples’ preferences and actions, as well as the actions of companies and
platform providers. This issue can be especially apparent on platforms that include photo sharing and tagging
functionality. Users depend on others not to post potentially compromising photos, and rely on a number of
social norms and offline strategies to address unwanted photos that are posted online or tagged [10, 27].

Sharing in everyday environments, or when using non-professional platforms or tools is further complicated
because users’ expertise levels, available devices and platform, demographics, and technical backgrounds
may vary more than they might in professional environments. Prior work has found that people use different
platforms, including Facebook and email, for different purposes [18], and users with different demographic or
childhood technical backgrounds, tech savviness levels, knowledge or experience with systems, and access to
systems may use both access-control settings as well as general communication channels differently [14,21,
22,31,49]. Additionally, features of the content being shared, such as data size, as well as system affordances
including perceived convenience, reliability, privacy/security, and features such as alerts and the ability to
comment may impact choice of communication channel for content sharing [9, 14,43,55]. These differences
may be more controlled in work environments in which devices, applications, formal access-control policies
and hierarchies, are provided. However, in more informal, everyday settings, people often use a wide range
of devices or tools, resulting in variety of strategies and ad hoc policies. [34].

Thus, users cope with a challenging environment for online sharing. In this context, users also have complex
preferences complicating the need for usable, transparent access-control and sharing options.

3.1.2 Varied mental models of privacy

Privacy preferences and perceptions, and corresponding attitudes toward sharing are contextually dependent.
Such preferences can vary based on a number of factors, including how the data will be used, social norms,
and knowledge [5,29,48]. Nissenbaum’s theory of contextual integrity outlines some of this complexity,
describing how privacy depends on “norms of information flow” that can vary based on “context not only of
place but of politics, convention, and cultural expectation” [41].

Some of this complexity can be illustrated by “mental models,” which are peoples’ mental representations
of privacy-related concepts. People have a wide range of models for thinking about privacy and security-
related concepts, ranging from security-related “folk models” related to viruses or hackers [53] to, as Camp
describes, five categories of models grounded in real-world analogies: physical, medical, warfare, market,
and criminal [13]. Mental models can vary widely, and this variance can be correlated with factors such as
expertise [3,12].

3.2 Current access-control decisions can be suboptimal

In this challenging environment, faced with complex preferences for sharing and access-control, sharing
decisions can have suboptimal outcomes. In the absence of usable sharing or access-control options, people



often fall back on coping strategies to try to achieve access control, which can result in suboptimal or
inefficient use of services. Alternatively, users sometimes share content that they come to regret at the time of
sharing or in the future [46,52].

3.2.1 Coping strategies

Available online access-control mechanisms can often be unwieldy, time-consuming, difficult to understand,
untrustworthy, or not provide options that meet users’ needs.

When they lack usable access-control options people often fall back on informal or ad hoc methods to
try to achieve access control. This can be seen in SNS-access-control management. To achieve desired
selective sharing, SNS users rely on a variety of informal coping strategies, including using multiple profiles
to post content for different groups of people, trusting their friend group to maintain the groups’ privacy
norms, creating stated group rules around sharing, mentally targeting a particular audience when sharing,
or deciding not to think about posting in a specific manner [27,28,32,47]. Users may also sometimes use
different services for different purposes, for example using Facebook and email for different types of social
interactions [18].

Another common coping strategy on SNSs is deciding not to post, or to self-censor some subset of content.
Users choose not to post certain types of content because it might not be appropriate for all audiences who
might view it, rather than relying access-control tools to target specific audiences [15,23,27,28,32,45].

In some cases coping strategies are successful at preventing undesired access, but result in varied inefficiencies.
When users self-censor, for example, it can result in suboptimal use of the service. In a study of Facebook
users’ self-censored posts, we found that participants would have posted about half of self-censored posts if
they had access to access-control tools that let them do so optimally [45].

In other cases these coping strategies are unsuccessful at preventing undesired audiences from viewing the
content. This can occur when users’ mental models of access control do not match actual access control. For
example, access-control transference when users comment on or re-share SNS posts can be non-transparent,
which can result in inadvertent or unclear sharing [54]. In home access control, mental models for security
and privacy may also not match reality, leading to ineffective access-control or security strategies [34].

3.2.2 Regret

Suboptimal outcomes can also result in regret, either at the time of sharing or at a later time. Prior work has
examined failure events, including regrets [36]. In work on regretful messages during conversation, people
tended to regret a variety of types of messages including blunders, attacks or criticism, making stereotypical
references, expressive or cathartic messages or otherwise revealing too much, lies, or telling someone to
behave in a specific way [26]. People tended to associate highly emotional negative states as well as “having
a lot on their mind” with saying regretful things [37] and often tried to repair regrets by apologizing [38].

On Facebook, people tended to regret posting content related to potentially sensitive topics like alcohol/drugs,
sex, profanity, or religion/politics, as well as negative or argumentative content [52]. Similarly, on Twitter,
participants in our study of Twitter regrets tended to regret critical statements, blunders, and tweets that



revealed too much. About half of these participants were able to successfully repair their regret, often deleting
the tweet, and/or apologizing. However, compared to offline regrets, participants with regrets on Twitter took
longer to realize they should regret statements and to repair the regret [46].

Thus, suboptimal online sharing can result in a range of types of regret. Compared to offline contexts, online
scenarios present a challenging environment for preventing and addressing such regrets.

3.3 Varied modalities and attributes could improve online access control

Prior work has also focused on increasing the usability of online access control, both generally, and with a
focus on selective sharing for SNSs. Work has focused on modalities around which access-control decisions
can be based, for example changing the timing of access-control decisions or making access-control decisions
attribute-based. Work has also focused on the attributes around which access control could be based, for
example, different types of relationships or measures of relationship closeness. In line with these types of
modalities and attributes, prior work has also focused on exploring, improving, and automating grouping
tools for selectively sharing content.

3.3.1 Tag or attribute-based access control

Prior work has focused on improving the usability of online access control by allowing users to control access
to content by defining access-control rules using user-created tags or other attributes.

Klemperer et al. found that tags created naturally by users for photos were viable for access control, and that
users found tag-based hypothetical policies usable [25]. In online content-sharing systems, there are a range
of potential attributes that can be drawn on for such systems, ranging from user-defined tags to system-defined
metadata that users commonly draw on for search and recall like file location, type or format, time of last
usage, keywords, or events associated with the content [11].

Several systems have been proposed that offer access-control decisions using tag or attribute-based policies.
For example, Au Yeung et al. created a prototype system for creating access-control policies for Flickr using
descriptive tags and linked data for photos [57]. Hart et al. created a tag-based system to provide access
control for Wordpress, an online blogging system. They found that users were able to create policies more
quickly, and with equal accuracy, using the tag-based tool as compared to traditional tools [20]. More broadly,
Mazurek et al. proposed a distributed, attribute-based file access-control system that was able to express
policies for personas drawn from user studies with low overhead [35].

3.3.2 Grouping tools

Prior work has focused on exploring the groups of people with whom users share content and creating
improved tools and interfaces for providing users with automatically-created groups of people with whom to
share content.

Several SNSs, including Facebook and Google+, provide manual or partially-automated grouping mechanisms,
like Facebook’s friend lists or Circles on Google+. Researchers examined the types of groups that emerge on



these sites, how well these mechanisms capture the types of groups that emerge from friends present on these
sites, and how these mechanisms are typically used.

In a field study of the Circles created by early Google+ users, Kairam et al. found that participants tended to
create Circles that reflected either “life facets” like work or school or strong or weak tie strength [23]. Work
also found that users used these Google+ Circles for a range of purposes, beyond privacy-based selective
sharing, including directing content to appropriate audiences, for appropriateness, relevance, and to try to
maximize audience [23,54].

Prior work has also extensively examined both the use of Facebook’s friend lists feature, as well as how
well it matches the types of groups people naturally create from their friends in different scenarios. Several
studies have found that, when asked to group their Facebook friends, people typically group them into groups
that correspond to life-stage or contextual relationships. Kelley et al. found that, when asked to group their
Facebook friends using various lab-based methods, groups participants created tended to correspond to school,
family, specific locations, and people the participants couldn’t identify [24]. De Wolf et al. had similar results
for a study of young adults in Belgium, finding that participants tended to categorize their friends according
to interest-based categories, geographic-community-based categories, people who knew each other, mutual
friends, types of contacts, or personality traits [16]. In a study of categories of SNS-friends in Singapore,
Zhang et al. also found that participants tended to describe school, work, interest, and family-based groups,
but found some variation by gender, ethnicity, and age [58]. Alternatively, Wiese et al. found that rather than
specific groups, self-reported closeness was the strongest predictor of willingness to share various types of
information [56].

Group-creation tools face an additional challenge in helping users remember and visualize all the groups,
both for use, and to spot inconsistencies and problems. Netter et al. presented a system designed to cluster
Facebook friends by “social role” by clustering the friends based on similar permissions [40]. They draw on
Reeder’s expandable grid interface to usably present the varied permissions [44].

Prior work has also examined creating machine-learning-driven automated grouping tools that use various
attributes to algorithmically predict groups for sharing or privacy settings. Although prior work has found
that permanent access-control list membership can be difficult to predict using traditional algorithms [17,39],
several systems have used automated or partially-automated interfaces to provide more usable options than
traditional interfaces.

For example, Amershi et al. created an interactive automated grouping tool called ReGroup for sharing
content on Facebook using seventeen demographic, life stage, interest, and social features. It iteratively
learned, and presented, groups to users and suggested additional members and characteristics for filtering the
groups. Participants found it more effective for creating large and varied groups than the traditional grouping
models [2].

3.3.3 Timing of access control

Another method for improving the effectiveness of access-control tools is by changing when users can set or
adjust access-control policies.

Mazurek et al. looked at the usability and utility of allowing users to make reactive, rather than a priori



access-control decisions through an experience sampling study. They found that reactive policies can facilitate
policies that are contextually-dependent but difficult to define using traditional models. Additionally, many
participants preferred reactive, or partially-reactive, systems to traditional systems [34]. Similarly, Bauer
et al. looked at a smartphone-based door-unlocking system and found that the ability to reactively provide
permission rather than distribute keys a priori helped create policies that better matched user preferences [7].

Work has also looked at the possibility of sharing impermanent content. Ayalon and Toch found that sharing
preferences for Facebook content faded over time and changed based on life events, suggesting the potential
for impermanent sharing mechanisms on Facebook [4]. However, Bauer et al. found that while some
participants wanted the visibility of posts to change over time, they tended not to be able to accurately predict
which ones they would prefer would become more private, indicating difficulties in creating a priori fading
mechanisms [6].

4 Understanding shortfalls of current access-confrol mechanisms

To understand user needs for improving online-access-control mechanisms, it is necessary to understand
when current mechanisms fall short. In this section I discuss three studies I performed with co-authors, or am
in the process of performing, to better understand how and when current online access control falls short,
the outcomes of these shortfalls, and possible implications of these shortfalls for designing improved online
sharing mechanisms.

4.1 Regrets from Twitter sharing

Oversharing content, or sharing with the wrong audience can lead to regret. Expanding on prior work on
regrets on Facebook [52], we performed a survey-based user study to look at the dynamics of regretted
content-sharing on Twitter. We focused on how regretted sharing on Twitter compared to conversational,
offline regret, drawing on methods used in prior work on conversational regrets [26,37,38]. Our goal was
to explore how online environments, and, specifically, the affordances provided by Twitter, impacted states
that lead to regret, types of regret, methods for determining that one should regret content, and strategies for
repairing a regretted message.

In the summer of 2012, we ran a 1,221-participant Mechanical Turk survey of US Twitter users to compare
regretted sharing on Twitter to regretted messages in conversation. We asked each participant to fill out a
survey in which they described one regret, either on Twitter or from a conversation.

We found that, although many regrets were comparable across Twitter and conversations, some types of
regrets were more typical of Twitter, related to the broadcast environment. For example, Twitter regrets
tended to be more cathartic/expressive or reveal too much information. Twitter regrets also tended to be
targeted at broader audiences than conversational regrets. We also found that, because Twitter participants
lacked in-person feedback to their messages, they took a longer time to become aware that they should regret
the tweets, and, therefore, took longer to try to take repair actions.

This study is complete and was published at CHI 2013 [46].



4.2 Self-censorship as a coping mechanism

Regret is a possible outcome when one shares sub-optimally. However, another possible suboptimal outcome
is sharing with too few people, not sharing on certain topics or in certain styles, or self-censoring content one
would benefit from sharing or would like to share in the presence of better access-control mechanisms. We
used a qualitative diary and interview-based study (n=18) to explore the types of content participants chose to
self-censor on Facebook. We also looked at the subset of this unshared content participants might choose to
share in the presence of improved access-control tools.

Participants used SMS messaging, over a one-week period, combined with short, nightly online surveys
to tell us about all the content they posted on Facebook as well as every time they thought about posting
something on Facebook but then decided not to post. At the end of the one-week period we performed
hourlong interviews with each participant, in a lab setting. During the interviews we asked participants for
additional details about each of the pieces of content they thought about posting but decided not to post.
To explore the potential for improving access-control mechanisms to allow for increased sharing we also
probed about desired audiences and whether they would have shared pieces of content if they could have
more directly targeted desired audiences.

We found that participants chose not to share personal content, external content (e.g., entertainment, political
and news items), and conversational items. Reasons for choosing not to share content included self presenta-
tion strategies, for example a desire to seem positive, a desire not to start an argument or discussion, a desire
not to offend anyone, a desire not to be boring or repetitive, and posting not being convenient (i.e., time,
technology, or location making it difficult to post).

When asked, participants indicated that they would have shared about half the unshared items if they had
optimal access-control mechanisms and could have exactly targeted their desired audiences. When they
described their desired audiences, these groups included specific individuals, specific groups of people, often
people they were close to (e.g., friends, family, people who lived close by), and ambiguous groups of people,
who were often context-dependent, for example people interested in a post (known or unknown), people at
whom a post was targeted, or people who wouldn’t be offended by a post.

This study is complete and was published at CSCW 2013 [45].

4.3 Understanding conceptions of privacy

Access control can also fall short when user understanding of privacy or access control, or related concepts,
are misaligned with company or designer conceptions of privacy. Throughout interviews during the self-
censorship study, we found that participants tended not to trust Facebook privacy mechanisms because they
had low levels of trust or understanding of how the access-control tools work.

There are a range of commonly-used concepts related to privacy that appear in many companies’ privacy
settings, controls, and privacy policies. To help provide insight into general conceptions of these privacy con-
cepts, across a range of contexts, we performed a large-scale online survey to probe high-level understandings
of privacy-related concepts in online and offline contexts.



In winter of 2015 we asked 3,178 US Mechanical Turk workers to react to one of 15 commonly-used
privacy-related concepts (e.g., “privacy,” “personal information,” “using your information to improve your
experience,” etc.) taken from a review of companies’ privacy policies and privacy-settings pages. Participants
were given the concept in one of five contexts (using email, using a search engine, using Facebook, using
a map application, or checking out at the grocery store). Participants provided their initial reactions, any
perceived benefits, any perceived risks, and and any ways they thought they could reduce the perceived risks.
Participants also responded to a range of potential risks, benefits, and ways to reduce risks drawn from pilot
rounds of the survey, presented as Likert -scale questions.

We found that participants’ associations with the terms, across the five contexts, tended to revolve around
five high-level dimensions: ads/marketing, uses/benefits of the application, privacy/security threats, types
of information collected, and negative emotional reactions. However, the manner in which users thought
about the dimensions varied by context. For example, respondents tended to perceive grocery-store ads
more positively than online ads, and tended to associate different security and privacy threats, and methods
to reduce the threats, with the different contexts. These differences can provide insights into the design of
privacy-related settings and notifications in different contexts.

The study is complete and currently under submission for CSCW 2016.

4.4 Implications for design

Regret and self censorship occur on SNSs, often because people overshare or would share more if they had
access-control tools that allowed them to better target desired audiences. We also found some attributes or
modalities that may guide peoples’ decisions for sharing. This provides some initial, potential implications
for design.

Metrics for suboptimal outcomes: For access control, both under-sharing (self-censorship) and
oversharing (with regret) should be considered metrics for suboptimal outcomes. Participants both regretted
overshared content but also under shared when provided with mechanisms that did not meet their needs.

Content-related sharing: While grouping tools may create static, pre-defined groups (e.g., pre-defined
friends lists), we saw that many attributes around which participants wanted to base sharing decisions
were tied to the content. Thus, improved sharing mechanisms should allow for more ad-hoc, dynamic,
context-specific sharing.

Time-of-decision support: Study participants needed fast, usable solutions at the time of sharing. In
the Twitter regrets study, participants tended to seek support and share regretful content in highly emotional
states or with a lot on their minds. In the self-censorship study participants tended to bypass access-control
tools that they felt were too unwieldy or untrustworthy. Thus, access control must be easily available at the
time of a sharing choice, as well as highly transparent.

10



5 Understanding everyday online sharing decisions

These results around the dynamics of sharing decisions, and related shortfalls, on SNSs demonstrate complex
attributes and modalities that may underly sharing decisions on SNSs. However, these results are limited to a
subset of content-sharing decisions, specifically social-network updates.

People use the online content-sharing ecosystem to share a wide range of content with many different
different people, to a range of levels (e.g., full access, partial access, reactive access on request, etc.). To
better understand the full space of online sharing decision attributes and modalities it is important to look
beyond current-state SNSs to better understand factors that influence the full range of everyday on-the-ground
sharing decisions. In this section we describe a currently ongoing study that seeks to better understand the
multi-dimensional process encapsulated in everyday sharing decisions.

We are using a combination interview and diary study-based approach to focus on capturing and understanding
the full range of participants’ online sharing decisions. The study takes part in three parts. In an introductory
interview we ask participants to describe their typical online sharing behaviors, with a focus on the services
they use, types of content they share, and people they share with, as well as their general reasons for choosing
each service. We then use this interview data to create personalized diary studies for each participant, which
they use to report their online sharing behavior over a one-week period. This diary-study methodology is
roughly based on Lindley et al.’s diary study-based work on Internet use [30]. Finally, after the one-week
reporting period, we interview each participant about their sharing behaviors with a focus on understanding
factors that drove their specific online sharing decisions as well as times when available access control
mechanisms fell short.

In both interviews we focus on understanding the factors that drive participants’ online sharing decisions,
including the affordances of the different services, communication rhythms, knowledge/experience of the
participant and their sharing partner(s), access control options, daily dynamics, habits, trust, security and
privacy needs, etc. We will use the results of this study to develop a better understanding of how and why
people typically share content, affordances and other factors that influence different types of online sharing
decisions, and factors that can make everyday content-sharing decisions suboptimal (e.g., less efficient, cause
regret, cause someone to share more broadly or narrowly than desired). We will also use this study’s results to
refine our list of potential attributes and modalities around which mechanism-based access control decisions
could be based.

This study is currently in progress. We plan to finish interviews by mid-July and analysis by mid-August. We
plan to submit this study to CHI 2016.

6 Exploring potential improvements to SNS-based sharing decisions

I will use the results of these user studies and surveys (Twitter regrets, self-censorship, everyday sharing) to
find a set of attributes and modalities around which people commonly base sharing decisions but that aren’t
currently captured by SNS interfaces. I will use this to create a set of attributes and modalities that could be
used to potentially improve SNS-based sharing decisions. For example, based on initial studies we find that
having the option to perform non-binary sharing (i.e., push/pull based sharing), create ad-hoc, temporary,
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interest-based groups, or provide varied levels of access in environments where this is not easily facilitated
might improve sharing. I plan to use two additional studies to explore the potential of these attributes and
modalities to improve sharing.

6.1 Lab-based exploration of attributes or modalities

I will first explore these attributes by measuring their ability to increase desired expressiveness and their
potential to reduce regret. To do so, I will ask participants, in a lab or survey environment, to go over content
shared using a SNS (e.g., Facebook). I will ask them about the intended audience for each post as well as
the desired audience. I will then present them with the chosen attribute or modality and explore whether it
allowed them more closely match intended audiences with desired audiences.

6.2 Instrumentalization of a method to improve SNS-sharing

Based on the initial study I will chose a promising attribute or modality. I will then instrumentalize it by
creating a prototype or partial prototype of the form of sharing. I will test the effectiveness of the prototype
through a lab and field-study based approach.

First, in a lab setting I will present participants with the prototype, pull up the participants’ Facebook feed for
the time period, and ask them about their sharing preferences, actual sharing, and how they would share using
the prototype. Second, I will present field study participants with the prototype. I will ask these participants
to periodically report any content they share (on any platform) that they would have shared on Facebook if
the prototype method was available. I will ask these participants about how the material was shared currently,
who they shared it with, and who they would have shared it with on Facebook. I will use a follow-up interview
to probe the reasons behind these decisions.

/ Thesis outline

This sections describes an outline of the proposed dissertation.
1. Introduction and motivation
2. Background and related work
a) Online access control is necessary but difficult
i. Online sharing is a challenging environment
ii. Varied mental models of security and privacy
b) Current access control decisions can be suboptimal
i. Users resort to coping strategies when given suboptimal options

ii. Suboptimal online sharing can result in regret
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¢) A range of modalities and attributes could potentially improve onion access control
i. Tag or attribute-based access control
ii. Improved grouping tools
iii. Timing of access control
Regrets on Twitter from suboptimal sharing
Self censorship as a coping mechanism
Understanding conceptions of privacy

Understanding everyday sharing decisions

N o kAW

Exploring potential improvements to SNS-based sharing decisions
a) Lab-based exploration of attributes and modalities
b) Instrumentalization of a method to improve SNS-based sharing

8. Conclusion

8 Task list and fimeline

The following lists the planned task list for this dissertation, including completed tasks and a planned timeline
for the remaining work.

1. Regrets on Twitter study. Complete (CHI 2013)
2. Self-censorship study. Complete (CSCW 2013)

3. Understanding user conceptions of privacy-related concepts study. Complete (Submitted to CSCW
2016)

4. User study on everyday sharing. Target completion date: August 31, 2015
a) Plan and pilot user study of everyday sharing. Complete

b) Run user study
Targeted completion date: July 15, 2015

¢) Analyze and write up results
Targeted completion date: August 31, 2015

5. User study to explore attributes and modalities to improve SNS sharing. Target completion date: March
1,2016

a) Plan and pilot user study to explore attributes and modalities to improve sharing
Targeted completion date: October 1, 2015
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b) Run user study
Targeted completion date: November 1, 2015

¢) Analyze and write up results of user study
Targeted completion date: November 15, 2015

d) Plan and pilot method or tool to improve sharing
Targeted completion date: January 1, 2016

e) Run user study to test method or tool
Targeted completion date: February 1, 2016

f) Iterate and improve method or tool
Targeted completion date: March 1, 2016

6. Thesis writing. Targeted completion date: April 1, 2016
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